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Phishing webpage detection model based on registration
information and Web content features

LI Chengning, SUN Lianshan

(School of Electronic Information and Artificial Intelligence, Shaanxi University of Science and Technology,
Xi'an 710021, China)

Abstract: Phishing attackers, when deploying phishing websites, typically design a webpage that resembles the content of the
targeted brand and entices users to click through url manipulation. Consequently, phishing webpages deployed in batches over a
period of time exhibit certain correlations and similar features in registration information and webpage content. Addressing this
phenomenon, this paper introduces a phishing webpage detection model, GRIWC, based on features derived from registration
information, including domain, registrar, registration time, resolved NS servers, and survival time, and features derived from
webpage content, including the total number of links, the number of link types, the number of external links, the number of invalid
links, and the number of input fields. Edge relationships between nodes are established based on resolved ip, title, and cmtcc
values. Experimental results demonstrate that the proposed method, leveraging graph neural networks and attention mechanisms,
effectively extracts critical information from a small set of registration information and webpage content features. The model is
capable of detecting subsequent phishing URLs based on known phishing urls over a period of time.
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